NNABOPATOPHAS! PABOTA Ne 4
CTAHOAPT CUMMETPUYHOIO LLUD®POBAHUSA AES RIJNDAEL

Lleav pabomoi: 03HAKOMJIEHHE C TIPUHLMIAMU WHGPOBAHUS, UCIIONb-
3yEMBIMU B aJITOPUTME CUMMeETpUYHOTO 1mudpoBanust AES RIJNDAEL.

Omncanue naboparopHoii paborel. Jemoncmpayuonnan eepcus xpunmo-
cmouxozo 6Oaounozo aseopumma Rijndael. Cocmosnue, xarou wugposanus
u 4ucao uuxaoe. Rindael — wurepaTuBHBIKN OJOYHBIN MNP, UMEIOLINA
MEPEMEHHYIO JUITMHY OJIOKOB M pa3jIMyHbIC UIMHBI Khouei. JnHa kioya
1 IUTMHA 0J10Ka MOTYT HE3aBUCHUMO JPYT OT Apyra coctasiaaTh 128, 192 win
256 OuT.

Pa3sHooOpa3Hbie Ipeobpa3zoBaHusi paboOTAIOT C MPOMEXYTOYHBIM pe-
3yJbTaTOM, Ha3bIBaeMbIM cOCTOSSHUEM (State). CocTosHME MOXHO Ipel-
CTaBUTh B BUIE IPAMOYI'OJILHOIO MacCuBa 0alTOB. DTOT MAaCCUB UMEET Ye-
ThIPE CTPOKH, a YUCJIO CTOAOLIOB 0003HayaeTcsi Nb ¥ paBHO [UTMHe 0JioKa,
IEJICHHOM Ha 32.

K04 mmi¢ppoBaHKs TaKXe NPeACTaBIeH B BUAE IPIMOYTOJIBHOIO Mac-
CHBa C YETBIPbMA CTpOKaMHU. Yucno cronduoB 0603HayeHO Kak Nk 1 paBHO
IUTUHE KJTI0o4a, AeJieHHOM Ha 32 (puc. 1.20).

B HEKOTOpBIX ciyyasx Koy mudpoBaHus U300paxaeTcs: B BULE JIU-
HEHHOro Maccusa 4YeThipexOaiToBbIX ClOB. CJIOBA COCTOSAAT M3 YETBHIPEX
0ailTOB, KOTOPHIC HAXOAATCSA B OTHOM CTOJIOLIE (ITPH MPEACTABIEHUM B BUIE

[IPSIMOYI'OJIBHOIO MacCHBa).

Puc. 1.20. I'Ipumep npencrasneHus cocrossHus (Nb = 6)
U Knova wndposanus (Nk=4)

BxonHbele naHHbie s mwm@pa 0603HaYalOTCs Kak OaiThl COCTOSTHUS
B TIOPSIAKE @ g, @10, G20, @30, Qo.1, Q1.1, 2.1, 3.1, ... . 11OCTE 3aBEPHICHUS AEH-
CTBUS UMD pa BHIXOAHBIE JaHHBIE MTOJYyYalOTCsl U3 0aiiTOB COCTOSSHUS B TOM
Xe IMOpsIKe.
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Yucno uukioB, obo3HayeHHOe Nr, 3aBUCHT OT 3HaYyeHUit Nb H Nk"
(Tabi. 1.7).

Tabauua 1.71
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Lluknoeoe npeobpasosanue. 11ukioBoe npeoOpasoBaHNE COCTOUT U3 Ye- |
THIpEX Pa3IiYHBIX ITpeoObpa3oBanuii. Ha s3pike ncesno-Cu oHO umeeT cne-;;

NYIOIIWI BUI:

Round (State,

{

RoundKey)

// =ameHa BamT
// CIOBUI' CTPOK

// BaMeummBaHME CTOJOLIOB !
RoundKey); // nobaBieHue umu-

ByteSub (State) ;

ShiftRow (State) ;

MixColumn (State) ;

AddRoundKey (State,
KJIOBOI'O KJIO4Ya

}

[Tocnenuuit UMK IIM@Ppa HEMHOTO OTJINYAETCS:

FinalRound (State,
{

RoundKey)

ByteSub (State); // 3amMeHa OGamrt
ShiftRow(State); // coBur crTpok
AddRoundKey (State, RoundKey) ;

BOI'O KJIIOHAa

}

.*

OTMeTHM, YTO MOCAEHHIA LIMKIT OTIMYAETCH OT NMPOCTOrO LIMKJIA TOIBKO |

OTCYTCTBUEM 3aMellIMBaHUsA CTONOLOB. Kaxmoe U3 NPUBEICHHBIX IPeod- j"

pa3oBaHUU MMOAPOOHO PaCCMOTPEHO JaJiee.

3amena Gaiim (ByteSub). TIpeoGpasosanne ByteSub — HenmueliHasi

3aMeHa 0aiiT, BHIMOJIHAEMAas HE3aBHCHUMO C KaXIbiM OalToM coc*ronnmr

(puc. 1.21).

// nmobaBiieHUe umxno-f

m

Puc. 1.21. ByteSub NEACTBYET Ha KaX/IbIH OalT COCTOSIHUSA

""'HH
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3amMeHa nmpoucxoauT nmo mMaccuBy SboxE npu mmdpoBaHuu U no mMac-
cuBy SboxD npu pacumdpoBanuu, npudeM SboxD{ SboxE[ a | | =

Ha si3pike ncesno-Cu 3TO BHIMVISANUT CJIEAYIOIIMM 006/1a30M:

SboXxE
0x63,
0x01,
O0xCA,
O0xD4,
OxBi;
OxAS,
Ux04,
Ox12.
0x09,
Ox3B,
0x00,
0x39,
O0x43,
O x 3¢
0x38,
O0xD2,
O0xC4,
O0x81,
OxB8,
Ox0A,
0x91,

= 4

OxTC;
Ox67,
O0x82,
OxAZ,
OxXFD,
OxXEDS,
UxC7,
0x80,
0x83,
0xD6,
O0xED,
O0x4A,
0x4D,
0x9F,
OxFS,
0xCD,
OxA7,

0x4F,

O0x14,
0x49,
OX9D,

Ox'1'7,
O0x2B,
O0xC9,
OxAF,
Ox93,
OxF1,
Ox2 3,
OxEZ2,
0x2C,
0xB3,
0x20,
0x4C,
X33,
O0xAS8,
0xBC,
Ox0C,
Ox7E,
0xDC,
0xDE,
0x06,
OxE4,

Ox'/B,
OxXFE,
XD,
0x9C,
O0x26,
X TEs
OxC3,
O0xEB,
Ox1A,
0x29,
OxFC,
0x58,
OxX85 .,
0x51,
O0xB6,
0x13,
O0x3D,
U2,
Ox5E,
O0x24,
0x79,

OxF2,
O0xD7,
OxFA,
O0xA4,
0x36,
0xD8,
O0x18,

Q2 ;

Ox1B,
O0xE3,
O0xB1,
O0xCF,
0x45,
OxA3,
OxDA,
O0xEC,
0x64,
O0x2A,
0x0B,
UxXHC,
OxE7,

0X6B;
OxAB,
0x59,

Ox12;

O0x3F,

Ox31l .,

0x96,

0xB2,

0x6E,
O0x2F,
DX 9B,
0xDO,
0xF9,
0x40,
0x21,
Ox5F,
OxobD,
0x90,
OxDB,
OxCa,
0xC8,

Ox6F,

O0x76,

0x47,

OxCO,

OxF/,

Ox1lD,

0x05,

0x75,

O0x5A,
O0x84,
Ox6A,

UXEE,

0x02,
Ox8F,
0x10,
0x97,

0x19,
0x88,

0xEO,
O0xD3,

3T

QRCD
OxFO,
0xCC,
0x9A,

O0xAQ,
Dx53,
0xCB,
OxAA,
OXTE .,
0x92,
OxFF,
0x44,
Ox 3,
0x46,
DR3L;
O0xAC,
0x6D,

0x30,
O0xAD,
O0x34,
0x07,

0x52,
0xD1,
O0xBE,
OxFB,
DX 50
0x9D,
DXE 3,
Ol 7T,
0x60,
OxXEE,
O0x3A,
0x62,
0x8D,
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OxDS;
OxAE,
OxBA,
0xDD,
0x70,
Dx35,
OxE1,
0x1E,
Ux8C,
0x99,

) §

O0x4E,
0x08,
0x78,
0x74,
O0x3E,
XST,
O0xF8,
0x87,
OxAl,
0x2D,

O0xA9, 0x6C,

0x56, OxF4,

OXED .
Ox1F,
0xBS,
0xB9,
0x98,
O0xE9,
0x89,
Ox0F,

Ox2E,
O0x4B,
0x66,
0x86,
Oxll,
UxCE .,
0x0D,
0xBO,

O0x1C,
O0xBD,
O0x48,
0xC1,
069, .
D55,
OxBF,
0x54,

OxA6,
O0x8B,
0x03,
0x1D,
O0xD9,
0x28,
OxE®6,
O0xBB,

SboxD = {

Ox52, 0x09,
O0x40, OxA3,
UX 10 U o
Ox8E, 0x43,
OxS54., OxIB,
0x4C, 0x95,
Ox08, Ox2E,
Oxo5B, UOUxAZ,
Ox72: OxXES,
OXRS. Ox5HC,
OxXBC,. tal,
Ox15, 0x46,
Ox St (OxDE.,
UXESY ‘OxD8,
OxDO0s Ax20C .
O0xAF, 0xBD,
Ox3A. Ux91 .,
Oxl 2y DR
Ox96, OxAC,
UXES, UX37,;
UxX47/, UxkF].
DRB7 . URbe.
UXFC, UX56,
DXDB., ' ORCU;
Ox1F, OxDD,
Uxl12. OxiU,

O0x6A,
O0x9E,
Ux39,
O0x44,
0x94,
O0x0B,
OxAl,
0x49,
O0xFo,
IR,
0x48,
OXD: 1,
OxAB,
Ox05 .,
Ox1E,
Qx03,
Oxll,
0xCE,
0x74,
OxES8,
Ox1A,
O0x0E,
0x3E,
OxXFE,
O0xAS8,
0x59,

0xD5,
O0x81,
0x82,
O0xC4,
Ox32,
Ox42,
0x66,
0x6D,
0x64,
0x5D,
0x50,
OxA7,
0x00,
0xB8,
Ox8F,
0x01,
Ox41,
0xFO,
OXZZ.
U1
UXF3,
OxAA,
O0x4B,
0x78,
0x33,
0x27,

0x30,
OxF3,
0x9B,
O0xDE,
O0xAb,
OxFA,
0x28,
Cx8B,
0x86,
0x65,
OxFD,
O0x8D,
0x8C,
0xB3,
0xCA,
Ux13,
Ox4F,
0xB4,
O0xE7,
OxX739,;
O0x1D,
0x18,
0xC®o,
OxCD,
0x88,
0x80,

0x36,
O0xD'/,
Ox2F,
O0xE9,
0xC2,
DRC 3
0xD9,
O0xD1,
0x68,
0xB6,
OxED,
0x9D,
O0xBC,
O0x45,
O0x3F,
Ox8A,
0x67,
O0xE®6,
OxAD,
O0xDF,
0x29,
O0xBE,
R,
0x5A,
0x07,
OxEC,

OxEA, 0x65,
O0xB4,
Ox84,
OxF6,
0x9E,
O0x8E,
O0xDF,
0x42,
0x16

0xCeo,
O0x0E,
0x94,

0x68,

OxAS,
OxFB,
OxFF,
0xCB,
Ox23;
O0x4E,
0x24,
0x25,
0x98,
0x92,
0xB9,
0x84,
0xD3,
0x06,
O0xO0F,
0x6B,
UxC.
NS,
UX3D.,
O0x6E,
URCD,
UX1E .,
0x79,
OxF4,
0xC7,
0x5F,

0x38,
%87,
0x3D,
O0xB2,
0x16,
OxDA,
0x0A,
Ux02,
OXEA;
U%8n.,
0x89,
0x20,

Ux31.

NabopaTtopHan pabora Ne 4 « 45

0x7A,é

0x60, 0x31, Ox7F, OxA9, Ox19, OxBS5, Ox4A, O0x0D, 0x2D,
q OXES; WOUXTA, Ox9F, 0%93,+0xCH: Ox9. OXEF,
OxES8, 3§ 0xAO0, OxEO, Ox3B, 0x4D, OxAE, 0x2A, O0xF5, 0xBO, 0xCS8,
| 0xEB, O0xBB, 0x3C, 0x83, 0x53, 0x99, 0x61,
0x61, 0x17, 0x2B, 0x04, O0x7E, OxBA, 0x77, 0xD6, 0x26, OxE1l,
i 0x69, 0x14, 0x63, 0x55, 0x21, 0x0C, 0x7D

OX QB; I: } ’

0x41, IIpeobpa3sosanue cosuza cmpok (ShiftRow). IlocienHue Tpu CTPOKU CO-
CTOSTHUS LMKJIMYECKHM CIBMTraloTCAd Ha pasiuyHoe yucao 6ait. Crpoka 1
casuraercs Ha C1 6aiit, ctpoka 2 — Ha C2 6aiiT u ctpoka 3 — Ha C3 GaiiT.

3nauyeHus casuroB Cl, C2 u C3 3aBucdar ot WiMHbI 6j1oka Nb. Ux senuyu-
HbI IPpUBEAEHHI B Ta0I1. 1.8.

0xXBF, , Ta6mua 1.8
O0x34,

Gl I s B
MR R B
Jid 1 IR G TR L

Onepauus caBura nocjeJHMX TPeX CTPOK COCTOSTHUS Ha ONPEeNeICHHYIO
BeJIMYUHY 0003HayeHa ShiftRow (State). Ha pucynke 1.22 nmokasaHo BiIus-

HUE NMpeodpa3oBaHUs HAa COCTOSIHHE.
el R R IR 10 I8

OXEE,f
0x76, |

0x5E, |

T
P ep )] pr—— 4k | s o
L —— el
T | ettt T
L
Bt v )
ofxfrle]- ] ro—m B
TR O AT

Puc. 1.22. Cxema npeobpa3osanusa ShiftRow

OxF?,E

0xC1,;

0X97,£
OXEZ{%

pieidid [Ipu pacimiudpoBaHUU MPOUCXOAUT CABUT HA TO X€ YUCJIO EMEHTOB
B 0OpaTHOM HaInpaB/IeHHUH.

IIpeoOpa3zoBanue 3amemmBanus crojbnoB (MixColumn). Ilpeo6pa3zo-
BaHHWE NMpenCcTaBiaseT COO0M YMHOXEHUE COCTOSTHUS Ha MaTtpully ME npu

ngposanuu wiu matpuy MD npu pacuingpoBaHuM:

OxBl,f
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ME ®  State
MD @  State
2 3 1 1 @ bl bS5 b9 bl3
1 2 3 | b2 b6 bl0 bl4
| ] 2 3 b3 b7 Bil. his
3 1 | 2 b4 b8 bl2 blé
bl = (bl * 2) XOR (b2*3) XOR (b3*1) XOR (b4*1)

YMHOX€EHHE ABYX 6T BBITTOJIHAETCS IO CIIEAYIOLIEMY aITOPUTMY:

® ec)ii oouH U3 6aiT paseH 0, pesyasraToM Oyzer 0

W CCJIM OJIMH U3 OaT paseH 1, pesynsraTtoM Oyaer aApyroii 6aiT; |

® B OCTAJIBHBIX CJIy4asix MPOMCXOMUT 3aMeHa KaxXIoro Gaiita o Tabiu-
ue L. 3ameHeHHbIe GaiThl CKIAABIBAIOTCA, IPU HEOOXOAMMOCTH BBIYMTA-
eTcs 255 uis rionananus B uHTepBai [0, 255] ¥ mpoucXoaMT 3aMeHa 1o Ta-
6nmue E, yto u naet pesynerar. Ha a3bike nceBno-Cu a6t L u E umeior

CJEAVIOILUN BUA;

L = {

¢ LA
OxCT . OxlB,
O0x64, 0x04,
U7, Ox08,
URYTD, OXCZ .
O0xE4, OxA6,
OXbO ¢« BXIFE,
OxF0, 0Ox82,
Ox96; UxBF,
OB, OxD2,
Ox66, O0xDD,
OXZ2 UREZ,
DX FE . UXoE.
Ox6B, 0x28,
0x2B, 0x79,
OxD4, OxAC,
OxAF, 0x58,
OxAE, OxE9,
OX2C, OXD7;
URCHB.  OxXS5F,

0x19,
0x68,
O0xEOQ,
UxCS
Ox1D,
QOxil 24
O0x8A,
0x45,
O0xDB,
0xF1,
OxFD,
0x98,
0x48,
0x54,
O0x0A,
OxES,
0xA8,
0xDS5,
D% 19,
0xBO,

0x01,
0x33,
O0x0E,
OxF8,
ORBY ;.
O0x9A,
0x05,
Ox353
0xBD,
0x40,
0x30,
0x22,
Uy i
OxFA,
U139
O0xF3,
0x50,
OxE7,
Ox7A,
Ox9C,

UR3IZ;
OxEE,
Ox34,
0x69,
O0xF9,
0xC9,
Uz
0x93,
0x36,
0x46,
OxBF,
0x88,
O0xA3,
0x85,
0x9B,
O0x73,
OxF4,
OxE®6,
O0xXEB,
0xA9,

0x02,
O0xDF,
OxBD,
Ox1C,
0xB9,
0x09,
O0x0F,
OxDA,
0xDO,
0x83,
0x06,
0x91,
0xB6,
0x3D,
Ox9F,
OxA7,
OxEA,
OxAD,
0x16,
OXOL)

Ox1A,
Ox03, .
O0x81,
OxC1,
Ox27,
0x78,
OxE1l,
O0x8E,
O0xCE,
0x38,
O0x8B,
0x10,
Ox1E,
O0xBA,
DXOE ,
A5 L
0xD6,
O0xES8,
0x0B,
O0xAQ,

0xC6, Ox4B, |

OXEF, Ox4Cr%
Ox6A, Ox4D;1:
0x24, 0x12, |
0x94, Ox13,3
0x62, 0xB3, &
0x42, OXBA,;
0XCA, Ox4E, |
0x74, OX4F, |

0XF5, 0x59, |

OxE,
0x43,
0 xCC%
OXSE.
O0x9 ki
0x99,
0x95.3,
0x2A,
0x44,
Ox 7%
0x67,
0x63,

}:

0x01,
0x2E,
OxSF,
OxOgn
0xXED,
0xBE,
0x53,;
0xD1:y
0x4C,
0xAb6,
0x83,
0x98,
0xB5,
0x1D,
OXFE,
O0x T34
OxFB,
OxXE W
OxCEy
O0xXED,
O0x9F,
0x9D,
Ox9B,
Ox23,

0x0C,
Ox1F,
0xBB,
OxAl,
OxB2 .
O0xCF,
0x39,
0x9E,
QxTd .
0xB8,
Ox4A,
0x8C,

Ux03,
Q24
OxE1,
0x06,
O0x34,
0xD9,
OxF5,
0x68,
O0xD4,
OxF1,
Ox9E,
O0xB3,
OxC4,
WDy
0x19,
0x93,
0x16,
0x32,
UNDE ;
D20,
OxBA,
0xBC,
0xB6,
Ox6F,

O0xF6,
Ox2D,
O0x3E,
QX6 ,
0x87,
0xCD,
0x84,
0x5D,
0x92,
0x26,
OxED,
0x80,

0x05,
0x96,
0x38,
0x04,
x50
0x70,
0x04,
O0xB8,
Oxi6 7/,
0x08,
O0xB9,
0xCE,
Qx5 %
0x69,
Ox2B,
OXAE,
O0x3A,
0x56,
OxEZ,
Ox74,
O0xD5,
OxDF,
DxCl .,
O0xB1,

Ox6F,
OxA4,
Ox5A,
OxAA,
0x90,
O0x37,
0x3C,
0x56,
0xD9,
i o 1
OxDE,
0xCO,

O0x0F,
OxAl,
0x48,
Ox1E,
O0xE4,
0x90,
0x0C,
OxD3,
O0xA9,
Ox18.
0xDO,
0x49,
OxF9,
0xBB,
0x7D,
O0xE9,
O0x4E,
OxFA,
O0x3D,
0x9C,
O0x64,
Ox7A,
0x58,
0xC8,

Ox17,
0x76,
OxFB,
B3 o
Ox61,
O0x3F,
O0x41,
O0xF2,
UNLS,
0x99,
0xCS5,
UxE7,

D" i

OxF8,

0xD8,

0x22,

Ox37,
O0xAB,
Ox14,

Ox6E,

OxXEQ,
0x28,
O0x6B,
OxDB,
0x10,
0xD6,
O0x87,
0x20,
O0xD2,
OxlS,
0x47,
OxBF,
O0xAC,
Ox8E,
OxES8,
Ox43,
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O0xC4,
0x7B,
0x60,
0x29,
O0xBE,
0x5B,
O0xAZ2,
0xD3,
0x20,
OURE'S .
Ox3% .
0x70,

OX33.

Ox13,

OxX73.

O0x66,

0x59,
OXE®6,
05 ol § oA

OxB2,

0x3B,
0x78,
0xBD,
0x'76,
0x30,
0x61,
0x92,
0x60,
O0x6D,
Dx3F,
OxC9,
OxDA,
OXEF,
0x89,
0x23,
UXCS

O0x49,
O0xB7,
O0xB1,
0x9D,

RO

0xD1,
O0x6D,
0xAB,
O0x2E,
O0xAS5,
OxXFE,
0x07

Dx55;
0x35,
0x95,
OxAA,
OxEB,
Ox21
Ox44,
0xCD,
O0x4D,
0x88,
O0xDC,
0x9A,
0x50,
OxA3,
OxAD,
OxAQ,
0xB7,
Dx4l.
0x40,
DX 1%
Ox2A,
0x80,
0x65,
O0x54,

OxEC,
0x86,
O0xFC,
0x47,
0x89,

Ox18.,

OxFF,
OxA4,
0x26,
RO
0xD7,

Ox7F,

OxFO0,

OxEC;

AETS i S
0xCO,
OX7TE,

OxAF,

0xD8,
O0x3B,
0xBC,
Ox14,
OxB4,

0x0D,

Ox1A,
0xF7,
Ox6A,
O0x4F,
0x62,
O0x81,

O0x0B,

QOx2FE,

DS,
O0x5B,
0x82,

OxEA,
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0xFC, Ox1F, 0x21, 0x63, 0xA5, OxF4, 0x07, 0x09, O0x1B,
0x2D, 0x77, 0x99, 0xBO, OxCB, 0x46, OxCA, 1
0x45, OxCF, 0Ox4A, OxDE, 0x79, 0x8B, 0x86, 0x91, OXAB,f
0xE3, Ox3E, 0x42, 0xC6, 0x51, O0xF3, O0xOE, ;
0x12, 0x36, 0x5A, OxEE, 0x29, 0x7B, 0x8D, 0x8C, O0x8F, |
Ox8A, Ox85, 0x94, OxA7, O0xF2, 0x0D, 0x17, ;
0x39, Ox4B, 0xDD, O0x7C, 0x84, 0x97, 0xA2, OXFD, O0x1C, &
Ox24, OxoC, 0xB4, O0xC7, Q%XS52. OxF6. 0x01 i
}i

Jlobasnenue yuxnoeozo kawya. LIuknoBoi Koy 106aBaseTcs K COCTOSI-
HUIO nocpeacTBoM rnpoctoro EXOR (puc. 1.23). LInkioBoii Koy Belpa-
OaThiBaeTCs M3 KiIoYa IHppPOBaHus MOCPEACTBOM aJITOPHTMA BHIPaGOTKH -
kitoyeii (key schedule). nuna MKI0BOro KiT0Ya pasHa iuHe 6;10ka Nb.

16650 15418 84 o el [ ]
1 % P I o P o 0 O e P O
5 5 8 0 gl P 8 5 90 7 4 6 P O R
% 5 9 1 1 e O P P P S 9 S S S

r'

Puc. 1.23. Onepauus nob6apjieHUs LIMKIJIOBOIO KIK04a

ITpn mmdpoBaHun YacTH pacIIMPEHHOro KI0Ya BBIGMpAIOTCS OT Ha-
yaJia K KOHILY, py paciudpoBaHuy — OT KOHIA K HAYATY.
Pacwupenue kaoua (Key Expansion). PaciiMpeHHBIH KTI0Y TpencTas-
JISIeT CO00 NUHEUHBIA MacCUB YeThIpeX 0alTOBBIX CJIOB U 0bo3HayaeTcd
W[NDb*(Nr + 1)]. Ilepbie Nk cnoB comepxar ko4 mudpoBaHus. Bcel
OCTaJIbHBIC CJIOBA ONPENE/ISIOTCS PEKYPCUBHO U3 CJIOB C MEHBLIMMU UH-
NEeKCaMU. AJITOPUTM BBIPAOOTKM KJTIOUEI 3aBUCHUT OT BeIMYMHBI NK. meef
npuseneHa sepcust wis Nk < 6 u Bepcus wist Nk > 6:
m st Nk < 6 i Nk = 6 |

KeyExpansion (CipherKey, W) j
{

0; i < Nk; i++) W[i] = CipherKey[i]; :
= Nk; 3 < Nb*(Nk+l); 3j+=Nk)

for (1
oyt
W[j] = W[j-Nk] »~ SubByte( Rotl( W[j-1] ) ) A~
Rcon([]/Nk]; {
for (1 = 1; 1 < Nk && i+j < Nb*(Nr+l); i++)8
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Wii+j] = W[i+j-Nk] * W[i+j-1];
} .

MOXHO 3aMeTUTB, YTO nepBbie NK CI0B 3aMOTHAIOTCS KITIOYOM mudpo-
BaHUsA. Kaxnoe nocienyiouiee cioso W[i] monygaercs nnocpeacrsoM EXOR
npeaslayuiero cuosa Wli — 1] u cinosa Ha Nk nmo3uumit panee W[i — NK].
[is cnos, mo3unus Kotophix kKpatHa Nk, nepex EXOR IIPUMEHSIETCS TIpe-
obpasoBanue Kk W[i — 1], a 3aTeM eiue npubaBisieTcst UKIOBasS KOHCTAHTA.
[Ipeobpa3oBaHure CONEPXUT LUKINYECKHI COABUT 6aifTOB B CJIOBE, 0003Ha-

4EHHBIN Kak Rotl, 3atem crenyer SubByte — npumeHeHue 3aMeHbI Oaur;
m g Nk > 6 '

KeyExpansion (CipherKey, W)
{ f
for (i=0; i<Nk; i++) W[i]=CipherKey[i];
for (j=Nk; j<Nb* (Nk+1); j+=Nk)
{

Wl)j] = W[j-Nk] ~ SubByte (Rotl (W[j-11)) ~
Rcon[j/Nk];

for (i=1l; 1i<4; i++) W[i+j] = Wii+j~-Nk] A
Wli+j-1];

W[])+4] = W[j+4-Nk] ~ SubByte (W[j+3]) ;

for (i=5; i<Nk; i++) W[i+j] = W[i+j-Nk] ~
Wli+y-1];

Ormaue i cxemsl mpu NK > 6 COCTOUT B IpUMeHEHUH SubByte s
KaXxaoro yerBeproro Gaiita u3 NKk.

ILIuknoBasi KoHCTaHTa HE3aBUCHT OoT NK u OIpeneNsseTcs: CAeayoluM
oOpa3oMm:

Rcon[i] = (CRCIEY 4 R0 L0 1D 0N i i 100! ), Tne
RC[Dil='01"
RC[i]=xtime (Rcon[i-1])

Hlugposanue. ucp Rijndael Bxmioyaer creayiomme npeodpa3so-
BaHUA;

B HayaJgbHOE 100aBJIEHUE LIMKIIOBOTO KJTI0YA;

A. Nugopmaiimonsan 6esonacnocts.
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m Nr— | HMKIOB;
B 3aKJTI0YUTEILHBIN LIUKIL.
Ha s3bike ncesno-Cu 370 BRINISIUT CEAYIOIIUM 00pa3oMm:

Rijndael (State, CipherKey)
| KeyExpansion (CipherKey, ExpandedKey); // Pacum-—
peHue KJoda
AddRoundKey (State, ExpandedKey), // HOGaBHEHM&;
LUKJIOBOT'O KJIO4Ya 4
For (i=1; i<Nr; i++) Round (State, ExpandedKey+Nb*1)
// LUUKJIILL 1
FinalRound (State, ExpandedKey+Nb*Nr); // Saﬂnmﬁf
yyTeJbHBEIM LUKII |

i -'#ﬁ ey

prv e i akahs
EE i *ﬁ,:;iu'[-f}{:' g

FaCuivpeHtbM K oy

TO Mpoueaypa OyaeT UMETh CEAYIOLM BUL: 1

Rijndael (State, CipherKey)

{
AddRoundKey (State, ExpandedKey);
For ( i=1 ; i<Nr ; i++) Round(State, ExpandedKey+Nb*1) ; |
FinalRound (State, ExpandedKey+Nb*Nr);

{00 04 08 Oc = {63 F2 30 ¥ ol iy -
101 05 09 0d {7c 6B 01 D7 | | |01 0S 09 04 |05 09 OD 01
i 11 |02 06 Da De |OA OE 02 06
03 07 0b Of |OF 03 07 0B

Onucanue Oemoncmpauuonnoi npozpammot. IlporpamMma BBITIOJTHE=
Ha Ha sf3bike C# ¥ COCTOMT U3 JIBYX 3JIEMEHTOB — daiia Rijndael.dll, f,
ncpxcamero pealM3al|io airopuTMa ndpoBaHus, ¥ AEMOHCTPALIMOHHO=
ro npwioxeHus RijndaelDemo.exe. [Lisi paboTel MPUIOXKCHUSA HeoOXxoau
OC Windows ¢ ycranosieHHbiM .NET Framework v1.1.

B OCHOBHOM OKHE JAEMOHCTPAIlMOHHOH IPOTrpaMMbl 3a1al0TCH JUTH=

Ha KJoya, JUtMHa OJioka, a Takxke pacHIMPEeHHbIN K104 mucbponamm [Ipu mmdpoBaHUM MpemIaraeTcss BHIGpaTh MCXOMHBINH daitn u daitn,
BRIYUCISIEMBI B COOTBETCTBUM C 3aJaHHBIM KIHOY0OM IJIHQ)DOB&H f Kyna Oyaer noMelleH pe3yJbrar II[H(prBaHHﬂ, [pu paCIHH(I)POBaHHH e
(puc. 1.24, 1.25). | ¢ COOTBETCTBEHHO 3aliudpoBaHHbIf dain u ¢aitn, npeaHasHaYeHHBIN 1151

MOXXHO NOAPOOHO pacCMOTPETh JAEHCTBUE BCEX LIMKIIOBBIX npeobpaso- IMOMEIIEH U pe3yibrara paciuudpoBanus. B ripouecce MCTIONB3YIOTCS YKa-

Banuit (ByteSub, ShiftRow, MixColumn, AddRoundKey) kak npu Iﬂﬂfbp 3aHHbIE B NIABHOM OKHE NPOrpaMMBI KJII0Y WK(bPOBaHMs ¥ [UIMHBI KITI0Ya
BaHWM, TaK ¥ npy paciudposanuu (puc. 1.26, 1.27). 1 6JI0Ka.

Puc. 1.26. OxHa npeoGpa3oBaHuit ByteSub u ShiftRow

/i#
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Puc. 1.27. OxHa npeobpa3oBaHui MixColumn u AddRoundKey

JafaHue

*

1. O3HaKOMUTECS CO CBeAEeHUSAMM O nporpamMme RijndaelDemo. Bany-

ctuTh MOy RijndaelDemo.exe.

2. N3yuuTh Ha npuMepe OOBIYHBIX TEKCTOBBIX (paitjioB CIIOCOOEI mud)- ]
poBaHMs U paciuudpoBaHus ¢ MOMOIIBIO atropurMa Rijndael. IToapo6- |

HO pacCMOTpPETh NEWCTBME BCEX LMKIOBBIX NpeobpasoBaHuit (ByteSub, |
ShiftRow, MixColumn, AddRoundKey) kak npu mnudpoBaHuM, TaK U pac-

4

mvdpoBaHun. UCXOMHBIN TEKCT U1 IIU(PPOBAHUA MOXET OBITH HOlII‘OTOB-"

JIEH 3apaHee U COXpaHEH B (aitie *.txt.
3. CoxpaHUTh B OTYETE KPaHHBIE QOPMBI, AEMOHCTPUPYIOLLNE npouecc

.‘ "“u:

mdpoBaHus U paciuu@poBaHus UHPOpMALIUU, IPOAHAITU3UPOBATH nony-

YEHHBIC PE3YJIbTATHI.

4. BKJIIOYUTH B OTYET O J1aOOpaTOPHOM pabOTE OTBETHI Ha KOHTpOJII:HLIC
3alaHus1, BLIOpaHHBIE B COOTBETCTBMM C HOMEPOM BapuaHTa, y1<a3aHHHM

npenoaasareieM (tabi. 1.9).

Tabnuua 1. '

Homep
BapMaHTAa

1, 9k, 26

u F'OCT 28147—89

_—— - . — P F_.'

KoHTpoNbHEIE 3a0aHUs |
g

CpaBHHTb OCHOBHBIE XapaKTePUCTUKH aroput™oB Rijndael |

CpaBHUTb OCHOBHBIE XapaKTEPUCTHKHM anroputMoB Rijndael u DES |

1 1 13 Onucartb CTPYKTYpY cetu Deicrens

12, 14, 16 | IlpuBectu 0000LIEHHBIE CXEMBI IUIM(PPOBAHUS JAHHBIX C TOMOILBIO
' anroputMma Rijndael u TOCT 28147—89. laTh uX CpaBHUTENbHBIN
aHAJIU3

3,9, 18, 29| CpaBHHUTb OIUH payHA LIM(PPOBAHUS JAHHBIX C TOMOLUBIO AJITOPUT-
ma Rijndael u TOCT 28147—89

= T s Ty Tl iy o ":-l: B T T "___:I'_._' -
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OxonuaHue

BapHaHTa
Hu# B anropurMmax Rijndael u TOCT 28147—89
10, 17, 19 | CpaBHuUTB BEIpabOTKY KI104YE€BOM HH(])OpMaIIHH B anroputMax Rijn-

21, 23, 25 | CpaBuuts anropuMsl Rijndael u TOCT 28147—89 no noxaszarensim
nnpdysun
8, 28, 27

CpasHuTtb anropumsl Rijndael u TOCT 28147 —89 no nokaszarensim
| CTOMKOCTH |

12, 15, 30 | CpaBHUTB aJITOPUMBI Rijnacl u TOCT 28147—89 no noxasaressm
[IPOU3BOAUTEILHOCTH yI0OCTBY peaju3aliuu
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